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BRACER Important Safety Information 

ÅIMPORTANT: Please refer to the BRACER PTT User Manual 

(QINETIQ/18/2745) for a full list of Warnings and Cautions.

ÅLi-iON Battery, sealed, non replaceable.

ÅRF Hazard ïSafe for body worn use.

ÅRisk of high Audio Levels for third party ancillaries.

ÅAC Mains charger.

ÅBefore Air transportation check with airline on regulations for transporting 

Li-iON Batteries.  
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BracerÊ ïEnd to End secure Push To Talk (PTT) Radio

ÅZero Infrastructure.

ÅFrequency Clearance ïCleared in most countries.

ÅLightweight, Robust (IP 66 + IP 67).

ÅEasy to Use. 

ÅTruly Global Coverage.

ÅLow Latency (0.5 Seconds).

ÅUser Autonomy - Talkgroup Setup (15 per handset).

ÅMultiple Talkgroup Locations/Priority Talkgroup. 

ÅEnd to End Encryption (PTT/Situational Awareness). 

ÅInteroperability with 9575 Extreme PTT.

ÅLow Cost Airtime.

ÅEmergency Alert.

ÅInteroperable with many NATO U229 audio Ancillaries.

ÅSecure Asset Tracking (low latency). 
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Global Coverage

Command Centre
Bracer®
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Bracer®| Buttons

On/Off

PTT

Function Button 1

Volume

Function Button 2

SOS

Soft Keys

NavKeys



Bracer®| Features

SIM Cover

LED

2 x Power / Data 
ConnectorsSMA 

(Remote Antenna)

Lanyard 
Attachment



Bracer Satellite Push To Talk (PTT)

System Overview

Global Coverage

Command Centre

BRACER 

(end to end encryption)

Iridium LEO 

Satellite 

Constellation

Iridium 9575 PTT

Over the Air 

reconfiguration 
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Command Centre Interface Account 
óSetting Up the Talkgroups and Devicesô

QINETIQ/EMEA/CIT/PUB1601270 



Talkgroup Area at 100,000 Sq Km
Single Area of Coverage
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Talkgroup Area at 100,000 Sq Km
Divided into 2 x Areas

QINETIQ/EMEA/CIT/PUB1601270 QinetiQ Proprietary 

Unclassified 



Talkgroup Area at 100,000 Sq Km
Divided into 5 x Areas
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Adding Devices to Talkgroups

QINETIQ/EMEA/CIT/PUB1601270 QinetiQ Proprietary 

Unclassified 



Example Requirement Areas

CT Tasks
NEO Intervention

Capacity BuildingDiscreet Surveillance

Counter Narcotics

Counter Piracy

Peace-Keeping

Military Training Safety

Operational Training

Indigenous Force Comms

Early Entry Responsive

Interoperability Enduring 

Small ScaleGlobal



Example Requirement Areas

Routine Patrol

Maritime Operations Mobile PlatformsCounter Narcotics

Immigration Control

Operational Training

Airborne Comms

Adaptive Responsive

Interoperability Mobile

Small ScaleFlexible

Routine Patrol



Example Requirement Areas

Disaster Response Maritime Operations 

Aid SupportRemote Locations

Immediate C2

Humanitarian Aid

Crisis Coordination

Logistics Coord

Early Entry Responsive

Interoperability Enduring  

Small ScaleGlobal

Aid Coordination

Remote Teams

Air Operations/Logistics
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BRACER Security Aspects
ÅMaximum Commercial approach ïNot Crypto or Protective Marking higher than OS at rest

ÅFIPS 140-2 level 3 ï

ÅUser Authentication access ïUSB Token with Passcode.

ÅBlack and Red power modes.

ÅZeroise.

ÅAES256 Algorithm implementation to FIPS standards.

ÅEncryption Key elements.
ÅTraffic Key (Time bound, symmetric Symmetric - unique per talkgroup, forward loading / refresh).

ÅKey Transfer Key (Unique per handset/KVM pair, USB).

ÅKey Encryption Key (Black Key Store, Generated at first logon, unique per handset).

ÅSituational Awareness Key (over USB).

ÅKeys in Black store when off.

ÅKeys in red store when on. 

ÅTamper resistance.

ÅTamper evidence.

ÅTamper reaction (zeroise).

ÅGPS.

QINETIQ/EMEA/CIT/PUB1902044
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The Iridium Network

ÅLow Earth Orbiting (LEO).

ÅLEO vs Geostationary (UHF, Inmarsat, Thuraya).

ÅNot constrained by Azimuth (bearing, elevation).

ÅLow Latency and Global Coverage.

ÅGood in Built up Areas, mountainous regions and canyons.

ÅSmaller, lighter end user equipment.

ÅTolerates movement up to Mach 2.0.

QINETIQ/EMEA/CIT/PUB1902044



Talkgroups ïPTT geographical area coverage

ÅGeographical area/s enabled for Bracer PTT 

communications.

ÅArea set by User Command Centre.

ÅAreas defined by Circles, Squares or Rectangles.

ÅSatellite beam covers area on the Earth.

ÅAs satellites move North to South or South to North, 

beams covering the shapes shift, with leading beams 

rolling off and trailing beams rolling on to maintain 

communications. 

ÅSatellite beam coverage is provided with many look angles 

to accommodate many situations including urban canyons. 

mountainous regions, etc.
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Talkgroup Sizes

ÅSmall ï100,000 km².

ÅMedium ï300,000 km².

ÅLarge ï750,000 km².

ÅExtra Large ï1.5M km².

ÅJumbo ï2.5M km².
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NB - Talkgroup can be a Single Region or broken into  up to 10 smaller 

Regions.

Area of England 130,395 km²

QINETIQ/EMEA/CIT/PUB1902044



PTT System Overview

Talkgroup 1

Talkgroup 

2

Talkgroup 3

>10,000 

Bracer PTT

Iridium Satellite System

(10 Regions)

Command Centre 

Administrator
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Tracking

Terminal

Iridium SGS

Tempe, 

Arizona, 

USA

Mobile Tactical User

Airborne 

Tactical 

user

GPS Satellites for 

Position information

Iridium 

Satellites for 

transmission

Mobile

Dismounted

Rotary Wing

Fixed Wing

Armoured

Maritime

Static HQs

Operational TG Area 1
Operational TG Area 2

Tactical HQs

Tactical HQs

PTT System Overview

Command Centre 

Administrator WWW
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Iridium Usage Map May-Jun 2018
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Questions?
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BRACER PTT Accessories 

1. AC Charger.

2. International Plug Adapter kit.

3. DC Vehicle Charger.

4. DC Charging Adapter Cable.

5. Standard PTT Headset.

6. Mobile Phone Headset Adapter.

7. Military 6 Pin Audio Headset Adapter.

8. External Magnetic Mount Iridium Antenna.

9. External Antenna Adapter Cable.

10. USB Cable.

11. USB Host Cable.

12. USB Key Token.

QINETIQ/EMEA/CIT/PUB1902044
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User Guides

ÅUser guide and Quick Start guide in lid.

ÅPDF copies available.

QINETIQ/EMEA/CIT/PUB1902044
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Audio Accessories

ÅD-Hanger Audio headset.

ÅMobile Phone Headset adapter.

ïiPhone and Android phone headset compatible

ïPTT Switch in cable.

ÅU229 ïMilitary Audio MBITR Adapter.

ïFor adaption to most existing Military Audio Ancills

ïRequires PTT Switch device.

QINETIQ/EMEA/CIT/PUB1902044



35

Current Compatible Audio Ancillaries

Peltor

Comtac XPi

Silynx

Optimus & 

H4-Ops

Invisio

D-Hanger 

Earpiece

(included)

Speaker Mic

Mobile Phone 

Handsfree

H-250 Handset

QINETIQ/EMEA/CIT/PUB1902044
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Battery
ÅIntegral sealed Lithium-ion rechargeable battery ï6.6AH.

Å4 hours for full charge (Quickest Charge cycle in Standby mode).

ÅProvides 24 hours of use (8:1:1 duty cycle). 

ÅDelivered and transported approximately 30% charged and should be 

stored in a fully charged state in shipping mode. 

ÅCharge state should be verified every 12 months and the battery 

recharged if less than 30%. 

ÅIMPORTANT:  The battery should only be charged in environments 

between 0°C and 45°C. 

ÅStorage as close to between 10°C ï25°C .  It is possible to store between 

-40°C and +60°C but will impact on cycle life and capacity delivered and 

discharge time will be reduced. 

ÅIf properly stored and maintained, the battery has a shelf life of 5 years.

ÅThe battery is not user replaceable. Contact QinetiQ if the battery needs 

to be replaced.

QINETIQ/EMEA/CIT/PUB1902044
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Charging Accessories

ÅAC Charger with International Plug set.

ï90-250 VAC.

ï12 Volts DC.

ïUK, US, Aus, Europe adapters.

ïConnect to Power / Data Silver port via adapter.

ï4 Hours full charge from flat.

ÅDC Vehicle Charger.

ï12 Volts DC (Not 24VDC).

ïConnect to Power / Data Silver port via adapter.

ï4 Hours full charge from flat.

ÅUSB Charging.

ï5 Volts DC.

ïAny USB available port (500mA max).

ïUSB 1, 2 or 3.

ï10 Hours full charge.

QINETIQ/EMEA/CIT/PUB1902044
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USB Accessories

ÅUSB Device cable.

ïConnecting to PC for Key load etc.

ïConnecting to PC for SA Data Receive.

ïConnecting to any Available USB for charging.

ÅUSB Host cable.

ïConnecting token for Authentication start up.

ïLoading additional Mission keys.

ÅUSB Token.

ïUsed for Authentication Start up.

ïCan be used to load additional mission keys.

QINETIQ/EMEA/CIT/PUB1902044
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External Antenna

ÅUSB Device cable.

ïIncluded Mag-Mount external Antenna.

ïTNC Termination ïfor use with SMA adapter.

ÅTNC to SMA Adapter.

ïTo allow connection of any Iridium antenna with either SMA or TNC.

QINETIQ/EMEA/CIT/PUB1902044
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Å16-Way charger

ÅCarry Case

ÅMCC comes with storage for 16 Bracer devices and ancillaries (plus a tool 

roll for decanting ancillaries for tasks)

ÅSame as MCC, but smaller case and no storage

43

Bracer Multi-Charging Case (MCC) and Multi-Charging Desktop (MCD)

Multi-Charging Desktop (MCD) Multi-Charging Case (MCC)
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Maintenance

ÅKeep All ports clean and free from dust/dirt.

ÅWash after exposure to salt water.

ÅSOS cap and SIM Cover replaceable.

ÅNo other User replaceable parts.

ÅNot repairable in the field ï1st to 4th Line repair.

ÅNB ïDo not attempt to remove rear plate screws.  Device will tamper / 

Zeroise.

QINETIQ/EMEA/CIT/PUB1902044
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IDLE

Bracer001

Talkgroup2

Menu PTT

99

1. Antenna.

2. LED Indicator.

3. SOS button.

4. LCD display.

5. Volume up button.

6. Volume down button.

7. Power On/Off button.

8. Left soft key.

9. Right soft key.

10.Up navigation key.

11.Left navigation key.

1
2 3

4 5

6
7

8
9

10

11

12.Right navigation key.

13.Down navigation key.

14.Centre navigation key.

15.PTT button.

16.Multi-function button 2 
(Waypoint Generator).

17.Multi-function button 1.

18.SIM card slot.

19.Power/USB connector

20.Audio/PTT connector.

21.External antenna connector.

22.Lanyard tether point.

12

14

13

15

17

16

18

19

20
22

21

BRACER PTT Device 
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Environmental Specification

ÅIP66 ïHigh Pressure Jets.

ÅIP67 ï1 m submersion for 30 minutes.

ÅMil STD 810G & Def-Stan 00-35.

ïDrop from 1m onto hard surface.

ïShock.

ïVibration (Vehicle, Tracked, & Chinook fixed mount).

ï Air Transportation.

ÅTemperature.

ïOperating -10°C to +55°C.

ïBattery charging 0°C to +55°C.

ïStorage -40°C to +60°C.

QINETIQ/EMEA/CIT/PUB1902044
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Å4 Power states:

ïShipping Mode (Requires rekey from USB token on activation).

ïOff Mode (Requires rekey from USB token on activation).

ïStandby Mode (only requires reregistering on activation).

ïOn.
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Bracer ïOperating the Device

OFF

SHIPPING 

MODE
STANDBY

ON
LOGGED OUT

ON
LOGGED IN

(CUSTODIAN)

ON
LOGGED IN

(USER)

(SUPER USER)

SELECT SHIPPING 

MODE FROM 

MAINTENANCE 

MENU

LOG IN AS 

CUSTODIAN

LOG IN AS USER 

OR SUPER USER

LOGOUT

PRESS & HOLD 

4 SECONDS

+ CONFIRM

POWER OFF

SHORT PRESS 

& RELEASE

SHORT PRESS 

& RELEASE

+ CONFIRM

STANDBY

PLUG IN CHARGER 

PRESS & HOLD

1 SECOND

LOGOUT

PRESS & HOLD

1 SECOND

PRESS & HOLD 

4 SECONDS

+ CONFIRM

POWER OFF

PRESS & HOLD 

4 SECONDS

+ CONFIRM

POWER OFF

Battery Icons

Fully Charged

Partially Charged

Plugged in ïCharging

Plugged in ïFully Charged

89
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ÅBracer is reliant on GPS Fix for Encryption Key AND successful Iridium 

Comms.

ÅGPS receiver is embedded in the Handset.

ÅHQ mode allows for GPS Fix to be stored and timing and fix achieved 

through internal handset clock. (used for using handset in doors with 

external antenna).

GPS Status Icons

No GPS Lock

GPS locked

HQ Mode (use last GPS fix)

50

GPS 

HQ
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1 Battery status 7 Secure/Clear status

2 GPS status 8 Talk timer

3 Antenna source 9 Talkgroup name

4 Signal strength 10 Left soft key function

5 PTT status 11 SOS status

6 Device name 12 Right soft key function
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Main Display

The following items appear in  BracerÊ PTT device display, to provide information about the PTT deviceôs activity. 

IDLE

Bracer001

19

Talkgroup2

Menu PTT

x99

2 3 41

6

7
5

8

10

9

1211

Display Features
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ÅVisibility of the sky is essential.

ÅSome windows filter Iridium frequency (Double Glazing, UV Filter (e.g. 

Cars, Hotels).

ÅInternal Antenna settings:

ïLow Power ï2W.

ïHigh Power ï7W (Recommended).

ÅExternal Antenna settings (using remote antenna):

ïLow Power ï2W.

ïHigh Power ï7W (Recommended).

ïEnsure that external antenna is correctly connected to the Bracer port.
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Bracer Antenna

AntennaSource Icons

Internal Antenna

External Antennax
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