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BRACER Important Safety Information

AIMPORTANT: Please refer to the BRACER PTT User Manual
(QINETIQ/18/2745) for a full list of Warnings and Cautions.

L S
RECEIVING

u Brawo 3 o

A Li-iON Battery, sealed, non replaceable. 2
ARF Hazard i Safe for body worn use.
ARisk of high Audio Levels for third party ancillaries.

A AC Mains charger.

A Before Air transportation check with airline on regulations for transporting
Li-ION Batteries.
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Br ac ¢ Erf to End secure Push To Talk (PTT) Radio

A Zero Infrastructure.
) it
CONNECTED®

A Frequency Clearance i Cleared in most countries.

A Lightweight, Robust (IP 66 + IP 67).

A Easy to Use.

A Truly Global Coverage.

A Low Latency (0.5 Seconds).

A User Autonomy - Talkgroup Setup (15 per handset).
A Multiple Talkgroup Locations/Priority Talkgroup.

A End to End Encryption (PTT/Situational Awareness).
A Interoperability with 9575 Extreme PTT.

A Low Cost Airtime.

A Emergency Alert.

A Interoperable with many NATO U229 audio Ancillaries. i XX
Command Centre

QII\!ETIQ

A Secure Asset Tracking (low latency). Bracer®
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Situational Awareness and PTT Data

Operational picture in Tactical/Operational/Strategic domains

Low Latency — 500ms
Adaptable to most PC/Laptop/Tablet

Potential Airborne integration (aircrew access to SA picture)

« Commander and User profiles
5 min Epoch
Every transmission
Commander Request

« Emergency Alert (Audible tone) + Bearing & Dir
 Alert Acknowledge

BRACER QINETIQ
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Bracer®| Buttons

SOS

On/Off Volume

Soft Keys

oTT NavKeys

Function Button 2

Function Button 1
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Bracer®| Features

LED
Lanyard
Attachment
SMA 2 x Power / Data
Connectors
(Remote Antenna)
SIM Cover

QINETIQ



Bracer Satellite Push To Talk (PTT)

System Overview == —
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Command Centre
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Talkgroup Area at 100,000 Sg Km
Divided into 5 x Areas

https://pttiridium.com/talkgroup /8926=

<3

Iridium PTT Command Cen... > | | > -

File Edit View Favorites Tools Help

525 £ ] Web Slice Gallery ~ s -8 - = @
Darhington DEReX F——— —= B
Man Neumunster £2 Talkero s o "*3\'—.’%{(‘#?}7:—: Boe—
CHp EROLE MY ELEEMICE S ) &
Blackpool tes3's et = - - :
o -
OPreston *; - Hamburg
Liverpool ' Sheffield 3 =
o o Bremerhaven >
- Bremen Pga Bydgg:
Stoke-on-Trento N°};"ggham < > .
Darby o % Wlelk%polskl F
o - : >
GLAND Amstgrda B Hanc?ver . Pozcl;lan
> s 3 - - & o
Ipswich Bielefeld i
ES S The Haguee yJatherl A o = SO
Minster
a s London
o
eading Bruges_ADtwe Wroctaw
Taunto -
Southampton Brussels = Germany oS
oPortsmouth it o Cologne e ek
oExeter L'o g Gera
nouth Bournemouth Be ' g ium
o
Frankfurt
9\'\5“ chennef Amiens ookl
o o b S Wiesbaden Wﬁrzoburg
Saint-Quentin uxem urg . i
Le Havre pouen \«—L_,_\é Manniieim Nuremberg blic oOlomot
Guernsey O o 7 Reioms Saarbriicken o > S1CE Brno
Jersey o . Po Karlsruhe Regensburg Budejovice -
Paorls Metz < Stuttgart % T
S_t—gﬂa!o oEvry a2 3
t oSaint-Brieuc Troyes Nancy UL,"" A Linz
X Rennes e A o e 5 =5 Bratislava
imper o e ans - reiburg (o Ju
o o OrI%ans o s N Satzburg - Wels =
Loriento Vannes Basel Sghlak e P S - S
o Angers Tours = arich — Austria
o L \ Dijion R—— . ? nnsgruck Széke
‘ # JRRF Comd i @293 ‘ Q ‘ [~} o =5 Liechtenstein Sras {+ |
v Seary A —-— ‘ v =3 . ) ~~eaerls . Kilagenfurt . =
Poitiers - 3 Py T e Maribor
o F r a nicMap data ®2015 Basarsoft, GecBas:s-DE."B;‘(GHI,-EZCOQ). Google, basado enn BCN IGN Espana 100 km I—(lw Te:":s of Use Report 3 map error

ST
= 13:06

.

T = € ;03/2015

—~ _Niart
BRACER = 0 #,100% ~



Adding Devices to Talkgroups
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Example Requirement Areas
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uirement Areas

Immigration Control
Adaptive Responsive
Flexible — Small Scale
Interoperability

Routine Patrol Counter Narcotics Maritime Operations Mobilels
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BRACER Security Aspects

AMaximum Commercial approach i Not Crypto or Protective Marking higher than OS at rest

AFIPS 140-2 level 37

A User Authentication access i USB Token with Passcode.
A Black and Red power modes.
A Zeroise.
A AES256 Algorithm implementation to FIPS standards.

A Encryption Key elements.
A Traffic Key (Time bound, symmetric Symmetric - unique per talkgroup, forward loading / refresh).
A Key Transfer Key (Unique per handset/KVM pair, USB).
A Key Encryption Key (Black Key Store, Generated at first logon, unique per handset).
A Situational Awareness Key (over USB).
A Keys in Black store when off.
A Keys in red store when on.
A Tamper resistance.
A Tamper evidence.
A Tamper reaction (zeroise).

A GPS.

QINETIQ
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The Iridium Network

A Low Earth Orbiting (LEO).
ALEO vs Geostationary (UHF, Inmarsat, Thuraya).
ANot constrained by Azimuth (bearing, elevation).

ALow Latency and Global Coverage.

A Good in Built up Areas, mountainous regions and canyons.
A Smaller, lighter end user equipment.

ATolerates movement up to Mach 2.0.

QINETIQ
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Talkgroups 1 PTT geographical area coverage

A Geographical area/s enabled for Bracer PTT
communications.

A Area set by User Command Centre.
A Areas defined by Circles, Squares or Rectangles.
A Satellite beam covers area on the Earth.

A As satellites move North to South or South to North,
beams covering the shapes shift, with leading beams
rolling off and trailing beams rolling on to maintain
communications.

A Satellite beam coverage is provided with many look angles
to accommodate many situations including urban canyons.
mountainous regions, etc.

BRACER

QINETIQ
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Talkgroup Sizes

ASmall i 100,000 kmz.
AMedium i 300,000 km?2.
Alarge i 750,000 km>.
AExtra Large i 1.5M km2.
AJumbo i 2.5M kmz.
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Iridium Satellite System

PTT System Overview -~
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Iridium Usage Map May-Jun 2018
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Questions?
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BRACER PTT Accessories

AC Charger.

International Plug Adapter Kit.
DC Vehicle Charger.

DC Charging Adapter Cable.

1

2

3

4

5. Standard PTT Headset.
6. Mobile Phone Headset Adapter.

7. Military 6 Pin Audio Headset Adapter.

8. External Magnetic Mount Iridium Antenna.
9. External Antenna Adapter Cable.

10. USB Cable.

11. USB Host Cable.

12. USB Key Token.

BRACER QINETIQ/EMEA/CIT/PUB1902044
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User Guides

A User guide and Quick Start guide in lid.

APDF copies available.

QINETIQ
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Audio Accessories

AD-Hanger Audio headset.

A Mobile Phone Headset adapter.
i iIPhone and Android phone headset compatible
i PTT Switch in cable.

AU229 i Military Audio MBITR Adapter.
i For adaption to most existing Military Audio Ancills
i Requires PTT Switch device.

N
PR

QINETIQ
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Current Compatible Audio Ancillaries

Peltor

H-250 Handset Speaker Mic Comtac XPi

Silynx

Optimus &
D-Hanger H4-Ops
Earpiece | |
(included) vl 0
Mobile Phone Invisio
Handsfree |

QINETIQ
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Battery
Alntegral sealed Lithium-ion rechargeable battery i 6.6AH.

A4 hours for full charge (Quickest Charge cycle in Standby mode).
A Provides 24 hours of use (8:1:1 duty cycle).

A Delivered and transported approximately 30% charged and should be
stored in a fully charged state in shipping mode.

A Charge state should be verified every 12 months and the battery
recharged if less than 30%.

AIMPORTANT: The battery should only be charged in environments
between 0°C and 45°C.

A Storage as close to between 10°C i 25°C . It is possible to store between
-40°C and +60°C but will impact on cycle life and capacity delivered and
discharge time will be reduced.

AIf properly stored and maintained, the battery has a shelf life of 5 years.

AThe battery is not user replaceable. Contact QinetiQ if the battery needs
to be replaced.

QINETIQ
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Charging Accessories

A AC Charger with International Plug set.
i 90-250 VAC.
i 12 Volts DC.
i UK, US, Aus, Europe adapters.
i Connect to Power / Data Silver port via adapter.
i 4 Hours full charge from flat.

ADC Vehicle Charger.
i 12 Volts DC (Not 24VDC).
i Connect to Power / Data Silver port via adapter.
i 4 Hours full charge from flat.

AUSB Charging.

i 5 Volts DC.

i Any USB available port (500mA max).
i USB 1, 2 or 3.

i 10 Hours full charge.

QINETIQ
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USB Accessories

AUSB Device cable.
i Connecting to PC for Key load etc.
i Connecting to PC for SA Data Receive.
i Connecting to any Available USB for charging.

AUSB Host cable.
i Connecting token for Authentication start up.
i Loading additional Mission keys.

AUSB Token.
i Used for Authentication Start up.
i Can be used to load additional mission keys.

QINETIQ
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External Antenna

AUSB Device cable.
i Included Mag-Mount external Antenna.
i TNC Termination i for use with SMA adapter.

ATNC to SMA Adapter.
i To allow connection of any Iridium antenna with either SMA or TNC.

QINETIQ
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BRACER Remote Speaker Mic
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Bracer Handset, Remote Speaker Mic, Wireless Bracer Handset, Remote Speaker Mic,

Pressel and Peltor Headset Wireless Pressel Q
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BRACER Remote Speaker Mic

W!mmmnﬂmmmm’m|||llil|||||||||l||n|nn\m|\nn\\m\un\\
1 2 3 4 OO T8
Wireless Pressel '
Picatinny rail mount
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Bracer Multi-Charging Case (MCC) and Multi-Charging Desktop (MCD)

A16-Way charger

ACarry Case

AMCC comes with storage for 16 Bracer devices and ancillaries (plus a tool
roll for decanting ancillaries for tasks)

A Same as MCC, but smaller case and no storage

Multi-Charging Desktop (MCD) Multi-Charging Case (MC% Q
INETI
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Maintenance

AKeep All ports clean and free from dust/dirt.
AWash after exposure to salt water.

ASOS cap and SIM Cover replaceable.

ANo other User replaceable parts.

ANot repairable in the field i 1stto 4t Line repair.

ANB i Do not attempt to remove rear plate screws. Device will tamper /
Zeroise.

QINETIQ
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BRACER PTT Device

1. Antenna. 12.Right navigation key.
2. LED Indicator. 13.Down navigation key.
3. SOS button. 14.Centre navigation key.
4. LCD display. 15.PTT button.

5. Volume up button. 16.MultHunction button 2
6. Volume down button. (Waypoint Generator).
2 Power On/Off button. 17 .MultHunction button 1.
8. Left soft key. 18.SIM card slot.

9. Right soft key. 19.Power/USB connector

20.Audio/PTT connector.

10.Up navigation key.

11.Left navigation key. 21.External antenna connector.

22.Lanyard tether point.

BRACER QINETIQ/EMEA/CIT/PUB 1902044



Environmental Specification

A1P66 i High Pressure Jets.
AIP67 1 1 m submersion for 30 minutes.

AMil STD 810G & Def-Stan 00-35.
i Drop from 1m onto hard surface.
i Shock.
i Vibration (Vehicle, Tracked, & Chinook fixed mount).
i Air Transportation.

ATemperature.
i Operating -10°C to +55°C.
i Battery charging 0°C to +55°C.
i Storage -40°C to +60°C.

QINETIQ
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BRACERE

Module 5

Operating the Device
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Bracer 1 Operating the Device

A4 Power states: SHIPPING
. . . . . MODE
i Shipping Mode (Requires rekey from USB token on activation).
i Off Mode (Requires rekey from USB token on activation). S onE rhoe

MODE FROM PLUG IN CHARGER
MAINTENANCE PRESS & HOLD SHORT PRESS
MENU 1 SECOND & RELEASE

STANDBY

SHORT PRESS
& RELEASE

i Standby Mode (only requires reregistering on activation).

i on. ‘ﬁ + CONFIRM
LOGOUT LOGOUT STANDBY
CUSTODIAN ON OR SUPER USER LOGGED IN
Battery Icons LOGGED IN
y (CUSTODIAN) LOGGED OUT (USER)

(SUPER USER)

Fully Charged

PRESS & HOLD
4 SECONDS

PRESS & HOLD
4 SECONDS

PRESS & HOLD
4 SECONDS

PRESS & HOLD

1 SECOND
Partially Charged
+ CONFIRM + CONFIRM + CONFIRM
POWER OFF POWER OFF POWER OFF

Plugged in 1 Charging

Plugged ini Fully Charged

QINETIQ
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GPS

ABracer is reliant on GPS Fix for Encryption Key AND successful Iridium
Commes.

A GPS receiver is embedded in the Handset.

AHQ mode allows for GPS Fix to be stored and timing and fix achieved

through internal handset clock. (used for using handset in doors with
external antenna).

GPS Status Icons

- No GPS Lock

GPS locked
HQ Mode (use last GPS fix)

QINETIQ
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Main Display

~

The following Items appear I n BracerE PTT device di
--

A GPS status Talk timer

EB Antenna source 9 Talkgroup name

Signal strength 10 Left soft key function

PTT status 11 SOS status o

m Device name 12 Right soft key function 19

Talkgroup2

A PTT
Display Features

QINETIQ
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Bracer Antenna Maintaining Network Connection

A Visibility of the sky is essential.

A Some windows filter Iridium frequency (Double Glazing, UV Filter (e.g.
Cars, Hotels).

A Internal Antenna settings:
i Low Power i 2W.
i High Power 7 7W (Recommended).

A External Antenna settings (using remote antenna):
i Low Power i 2W.
i High Power 1 7W (Recommended).
i Ensure that external antenna is correctly connected to the Bracer port.

AntennaSource Icons

I Internal Antenna

l|" External Antenna

QINETIQ
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